
PRIVACY NOTICE

1. TERMS AND DEFINITIONS

1.1. Company (also “we” or “fino.lk”) - S F Group (PRIVATE) LIMITED, registration No. PV00221752, legal address: No 47, Alexandra Place, Colombo 7

(Post Code 00700).

1.2. Data subject (also “you”) – individual, whose personal data is processed by the Company.

1.3. Webpage – Company’s webpage with the domain name – www.fino.lk

1.4. Notice – this Privacy Notice of the Company.

1.5. Personal data - any information that relates to an identified or identifiable natural person (“data subject”), who can be identified directly or indirectly, in

particular by reference to an identifier such as a name, identification number, location data, online identifier, or to one or more factors specific to the physical,

physiological, genetic, psychological, economic, cultural, or social identity of that natural person, in accordance with the Personal Data Protection Act, No. 9

of 2022 of Sri Lanka.

1.6. Privacy laws – the Personal Data Protection Act, No. 9 of 2022 of Sri Lanka, together with any regulations, directives, codes of practice, or other

applicable laws relating to personal data protection, privacy, confidentiality, or information security in Sri Lanka.

2. PURPOSE OF THE NOTICE AND SCOPE OF APPLICATION

2.1. The purpose of this Notice is to inform the Data Subject about the processing of Personal Data by the Company. This Notice applies in all cases where

the Company processes the Personal Data of a Data Subject, including when the Data Subject uses the Company’s services, visits the Website, contacts

the Company, or otherwise interacts with the Company.

3. CONSENT FOR DATA PROCESSING

3.1. Where the processing of Personal Data is based on the Data Subject’s consent, the Data Subject has the right to provide or withhold such consent,

subject to applicable legal or contractual requirements.

3.2. By providing consent, the Data Subject confirms that the consent is given voluntarily, specifically, informedly, and unambiguously for the relevant

processing purposes described in this Notice.

3.3. The Data Subject has the right to withdraw consent at any time by contacting the Company using the contact details provided in this Notice or by using

available opt-out mechanisms. Withdrawal of consent shall not affect the lawfulness of processing carried out prior to the withdrawal.

3.4. Where consent is withdrawn, the Company may continue to process Personal Data where such processing is permitted or required under applicable

Privacy Laws or other applicable laws.

3.5. To comply with a legal obligation under the applicable law; including but not limited to submitting such information and documents to any government

agency or body for verification, including to the Department for the Registration of Persons (DRP) of the Government of Sri Lanka, at the time of applying for

the loans from Fino.lk or otherwise, via any facility provided by SF Group (Private) Limited, prior to verification of the authenticity of the particulars relating to

the Customer’s National Identity Card via the Information System of said DRP, including but not limited to when such information and documents are forged

and or compromised. (By applying for a loan to SF Group (Private) Limited / Fino.lk, the Customer thereby grants consent, power, and authority to convey

proof of such written consent to DRP, if requested to do so by the Commissioner General, or to any government agency or lawful body.)

4. DIRECT MARKETING

4.1. Subject to applicable Privacy Laws, the Company may use the Data Subject’s Personal Data to send marketing and promotional communications

relating to the Company’s services, offers, campaigns, loyalty programs, events, and other commercial information, if the data subject has consented to it.

4.2. Marketing communications may be sent through various communication channels, including e-mail, SMS, telephone calls, push notifications, social

media platforms, and other electronic communication methods.

4.3. Where required under applicable Privacy Laws, the Company shall obtain the Data Subject’s consent before sending direct marketing communications.

4.4. The Data Subject has the right to object to or opt out of direct marketing communications at any time by:

a. following the unsubscribe or opt-out instructions included in the communication;

b. adjusting communication preferences in the user account (where available); or

c. contacting the Company using the contact details provided in this Notice.

4.5. The Company may use cookies, analytics tools, and similar technologies to personalize marketing communications, improve customer experience, and

evaluate the effectiveness of marketing activities, subject to applicable Privacy Laws.

4.6. Withdrawal of consent or opting out of marketing communications shall not affect service-related or transactional communications necessary for the

provision of services or performance of contractual obligations.

5. INFORMATION ABOUT CONTROLLER

https://www.fino.lk/


5.1. The Company is the controller of Personal Data and determines the purposes of processing Personal Data (i.e., why Personal Data is processed) and

the means of processing Personal Data (i.e., how Personal Data is processed).

The Company’s contact details are as follows:

a. contacting the Company using the contact details provided in this Notice.

b. Email address: info@fino.lk

c. Telephone number: +94 117 750 300

6. PERSONAL DATA SOURCES

If it is legally justified in each individual case, the Company may receive Personal data about the Data subject in two ways:

6.1. Directly from the Data Subject, including when the Data Subject:

a. applies for or uses the Company’s services;

b. visits the Website;

c. communicates with the Company (e.g., by telephone, via the Website, e-mail, post, social media platforms, or other communication channels);

d. otherwise provides Personal Data to the Company.

6.2. From third parties or third-party sources, which may include:

a. credit bureaus;

b. private or public anti-fraud, anti-money laundering, counter-terrorism financing, and proliferation financing databases;

c. private or public indebtedness databases;

d. state information systems and public authorities (e.g., tax authorities, resident registers, and other governmental institutions);

e. credit institutions (banks) used by the Data Subject;

f. remote identification tools used through the Website (if available);

g. cookies and similar technologies.

7. WHICH PERSONAL DATA WILL WE PROCESS?

7.1. Company mainly processes the following data categories:

a. Basic data (e.g., name, surname, identification number, date of birth, age, gender);

b. Information about identification document (including its copy);

c. Contact details and contact persons (e.g., phone number, e-mail address, residence address, communication/native language, information about

contact persons);

d. Information on economic situation (e.g., income, expenditure, liabilities, debts, purpose of the loan, etc.);

e. Information about employment (e.g. type of employment/occupation, working industry, employer, length of service, etc.);

f. Banking details (bank name, account number, etc.);

g. Data associated with the device (e.g. device identifier, device model, operating system version, etc.);

h. Communication data (by telephone (NB! All telephone conversations with the Company are recorded) or in writing);

i. Other Personal data provided by the data subject to the Company or obtained by the Company.

8. FOR WHICH PURPOSES WILL WE PROCESS PERSONAL DATA?

8.1. The Company processes Personal Data primarily for the following purposes:

a. providing services;

b. entering into and performing a loan agreement with the Data Subject;

c. creating, maintaining, and administering user accounts on the Website;

d. communicating with the Data Subject in connection with the services and/or loan agreement, including service-related communications;

e. assessing the creditworthiness of the Data Subject;

f. managing credit and other risks;

g. preventing fraud, money laundering, terrorism financing, and proliferation financing;

h. preventing misuse of the Company’s services;

i. establishing, exercising, or defending legal claims;

j. debt collection through judicial or out-of-court procedures;

k. assignment, transfer, or securitization of claims and receivables;
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l. responding to applications, complaints, requests, or questions submitted by the Data Subject;

m. conducting opinion surveys and assessing customer satisfaction;

n. exercising and protecting the Company’s rights and legitimate interests;

o. ensuring security (including information and cyber security), protecting property, and detecting and preventing unlawful activities;

p. improving the Company’s Website and service-related processes;

q. preserving evidence and maintaining records;

r. direct marketing purposes, including:

sending commercial communications relating to services, offers, and promotions through e-mail, telephone, SMS, social media platforms, and

other communication channels, subject to the Data Subject's preferences and applicable law;

organizing customer loyalty programs, campaigns, events, and lotteries;

using targeting strategies, cookies, and similar technologies;

identifying and reaching potential customers through various communication and advertising channels, including social media platforms,

websites, search engines, blogs, comparison websites, and other channels;

s. creating and maintaining customer databases and carrying out administrative activities;

t. complying with obligations under applicable laws and regulatory requirements;

u. responding to requests, orders, or inquiries from competent authorities;

v. conducting research, analytics, and statistical analysis;

w. identifying, investigating, and resolving service issues, errors, or disruptions.

The Company may also process Personal Data for purposes other than those specified above where such processing is permitted or required under

applicable Privacy Laws and supported by an appropriate legal basis.

8.2. We mainly process Personal data in the territory of Sri Lanka. However, while conducting our processing activities (e.g., when the Company uses a

particular service), Personal data may be transferred to a recipient outside Sri Lanka. In this case, the Company ensures that the Privacy law requirements

for the transfer of Personal data outside Sri Lanka are complied with. More detailed information on the transfer of Personal data is available by contacting

the Company using the contact information provided in this document.

9. LEGAL BASES FOR PROCESSING PERSONAL DATA

9.1. The legal basis for processing Personal Data depends on the type of Personal Data processed and the purposes for which such processing is carried

out.

9.2. The Company primarily processes Personal Data on the basis of the following legal grounds:

a. the Data Subject’s consent, where required under applicable law (for example, for certain marketing communications);

b. the necessity to enter into, perform, and administer a loan agreement or other contractual relationship with the Data Subject;

c. compliance with legal or regulatory obligations applicable to the Company (for example, obligations relating to anti-money laundering, fraud prevention,

or information security);

d. the necessity to protect the vital interests of the Data Subject or another natural person;

e. the legitimate interests pursued by the Company or a third party, provided that such interests are not overridden by the rights and freedoms of the Data

Subject (for example, ensuring security, preventing misuse of services, internal administrative purposes, debt recovery, or establishing, exercising, or

defending legal claims).

Where the Data Subject provides the Company with Personal Data relating to another individual, the Data Subject shall ensure that he or she is authorized

to disclose such Personal Data to the Company and that any necessary notices, consents, or authorizations required under applicable Privacy Laws have

been obtained. The Company may assume that such authorization has been duly obtained unless informed otherwise.

Category of Personal Data Main Processing Purposes Legal Basis / Applicable Laws

Basic identification data (e.g., name,

surname, NIC/passport number, date of birth,

age, gender)

Customer onboarding, identity verification,

provision of services, conclusion and

performance of agreements

Performance of contract; compliance with legal obligations

under the Personal Data Protection Act, No. 9 of 2022 and

applicable financial services laws

Identification document information (including

copies of identification documents)

Know Your Customer (KYC), anti-money

laundering checks, fraud prevention,

regulatory compliance

Compliance with legal obligations under the Financial

Transactions Reporting Act, No. 6 of 2006, AML/CFT

regulations, and applicable Central Bank requirements

Contact details and contact person

information

Customer communication, account

administration, service delivery, debt

recovery, customer support

Performance of contract; legitimate interests; compliance

with legal obligations



Information relating to economic and financial

situation (e.g., income, expenses, liabilities,

debts, loan purpose)

Creditworthiness assessment, underwriting,

affordability assessment, risk management

Performance of contract; legitimate interests; compliance

with responsible lending and financial regulatory

obligations

Employment information Credit assessment, fraud prevention,

verification of financial standing

Performance of contract; legitimate interests

Banking and payment information Loan disbursement, repayment processing,

fraud prevention, financial administration

Performance of contract; compliance with legal and

regulatory obligations

Device and technical data (e.g., IP address,

device ID, operating system, browser

information)

Fraud prevention, cybersecurity, Website

functionality, analytics, troubleshooting

Legitimate interests; consent where required under

applicable Privacy Laws

Communication data (including call

recordings and written communications)

Customer support, quality assurance,

dispute resolution, compliance monitoring,

evidence preservation

Legitimate interests; compliance with legal obligations

Marketing and customer preference data Direct marketing, personalization, customer

analytics, promotional campaigns

Consent; legitimate interests where permitted under

applicable Privacy Laws

Cookies and similar technologies Website operation, analytics,

personalization, security, advertising

Consent where required; legitimate interests

Other Personal Data lawfully provided by the

Data Subject or obtained from lawful third-

party sources

Service provision, compliance, operational

and administrative purposes

Depends on the relevant processing purpose and

applicable legal basis under Sri Lanka Privacy Laws

10. DISCLOSURE AND TRANSFER OF PERSONAL DATA

10.1. Where permitted or required under applicable Privacy Laws, the Company may disclose or transfer Personal Data to the following categories of

recipients:

a. employees, officers, and authorized personnel of the Company and its affiliated/group companies;

b. service providers, contractors, agents, and business partners engaged by the Company or its group companies, including providers of information

technology, cloud storage, communication, analytics, customer support, identity verification, payment, debt collection, compliance, and other

operational services;

c. public authorities, regulatory bodies, law enforcement agencies, courts, supervisory authorities, and other governmental institutions where disclosure is

required or permitted by applicable law;

d. credit bureaus, financial institutions, fraud prevention agencies, anti-money laundering and sanctions screening providers, and other entities involved

in risk assessment or regulatory compliance;

e. other recipients authorized or instructed by the Data Subject or otherwise entitled to receive Personal Data under applicable law.

10.2. Personal Data may be processed, accessed, stored, or transferred within the Company’s group of companies, including affiliated entities located

outside Sri Lanka, including within the European Union/European Economic Area (“EU/EEA”), such as Latvia.

10.3. Where Personal Data is transferred outside Sri Lanka, the Company shall ensure that appropriate safeguards and protection measures required under

applicable Privacy Laws are implemented to protect the Personal Data and to ensure that the rights of Data Subjects remain protected. Such safeguards

may include, where appropriate:

a. transfers to jurisdictions recognized as providing an adequate level of data protection;

b. intra-group data transfer arrangements;

c. contractual safeguards and data processing agreements;

d. technical and organizational security measures;

e. access control measures and confidentiality obligations; and

f. other lawful transfer mechanisms permitted under applicable Privacy Laws.

10.4. Depending on the nature of the services used by the Company, Personal Data may also be processed or stored on servers or cloud infrastructure

located outside Sri Lanka.

10.5. The Data Subject may obtain additional information regarding cross-border transfers of Personal Data, including information about applicable

safeguards, by contacting the Company using the contact details provided in this Notice.

11. TERM OF STORAGE OF PERSONAL DATA



11.1. The Company stores Personal Data in accordance with applicable Privacy Laws, other applicable legal and regulatory requirements, and the

Company’s internal data retention policies.

11.2. The retention period applicable to Personal Data depends primarily on the category of Personal Data concerned, the purposes for which the Personal

Data is processed, and the legal basis for such processing.

11.3. Certain categories of Personal Data must be retained for specific periods prescribed under applicable laws and regulations, including laws relating to

taxation, accounting, consumer protection, anti-money laundering, counter-terrorism financing, and other regulatory requirements.

11.4. Where no specific retention period is prescribed by law, the Company determines the applicable retention period taking into account:

a. the purposes for which the Personal Data was collected and processed;

b. the necessity to establish, exercise, or defend legal claims;

c. the Company’s legitimate business and operational needs;

d. applicable limitation periods;

e. regulatory expectations and compliance requirements; and

f. the principles of Personal Data processing set out in applicable Privacy Laws.

11.5. The Company may retain Personal Data for a longer period where necessary for compliance purposes, dispute resolution, fraud prevention,

responding to requests from competent authorities, enforcing agreements, ensuring security, or protecting the Company’s legitimate interests.

11.6. Upon expiry of the applicable retention period, Personal Data will be securely deleted, destroyed, anonymized, or otherwise irreversibly de-identified in

accordance with applicable laws and the Company’s internal procedures.

12. DATA SUBJECT RIGHTS

12.1. Subject to applicable Privacy Laws and any applicable limitations or exemptions, the Data Subject may have the following rights in relation to the

processing of Personal Data:

a. the right to be informed about the collection and processing of Personal Data;

b. the right to request access to Personal Data processed by the Company;

c. the right to request correction, rectification, updating, or completion of inaccurate or incomplete Personal Data;

d. the right to request deletion or anonymization of Personal Data in circumstances permitted under applicable Privacy Laws;

e. the right to object to or request restriction of certain processing activities;

f. the right to withdraw consent at any time where processing is based on consent. Withdrawal of consent shall not affect the lawfulness of processing

carried out prior to such withdrawal;

g. the right to request that the Company cease processing Personal Data where applicable under Privacy Laws; and

h. the right to lodge a complaint with a competent authority or seek legal remedies in accordance with applicable laws.

12.2. These rights are not absolute and may be subject to conditions, limitations, and exceptions provided under applicable Privacy Laws and other

applicable laws and regulations.

12.3. To exercise any of the above rights, the Data Subject may contact the Company using the contact details provided in this Notice and submit an

appropriate request together with sufficient information enabling the Company to verify the identity of the requester.

12.4. Where the Company has reasonable doubts concerning the identity of the person making the request, the Company may request additional

information or documentation necessary to verify the requester’s identity before processing the request.

13. DISPUTE RESOLUTION AND SUBMISSION OF CLAIMS

13.1. The Company aims to resolve any questions, concerns, or complaints relating to the processing of Personal Data in a fair and timely manner. The

Company encourages Data Subjects to contact the Company first if they believe that the processing of their Personal Data does not comply with applicable

Privacy Laws.

13.2. However, nothing in this Notice shall limit the Data Subject’s right to lodge a complaint with the competent supervisory or regulatory authority in Sri

Lanka or to seek other remedies available under applicable law if the Data Subject believes that the processing of Personal Data by the Company violates

applicable Privacy Laws.

14. OBLIGATION TO PROVIDE PERSONAL DATA

14.1. Whether the Data Subject is required to provide Personal Data depends on the specific purpose for which such Personal Data is collected and

processed.

14.2. The Data Subject is generally free to decide whether to use the Company’s services or access the Website. However, where Personal Data is

necessary for the provision of services, customer identification, regulatory compliance, credit assessment, or the conclusion and performance of a loan

agreement, the provision of certain Personal Data shall be mandatory.



14.3. If the required Personal Data is not provided, the Company may be unable to:

a. provide the requested services;

b. create or maintain a user account;

c. assess eligibility for services or credit facilities;

d. comply with applicable legal and regulatory obligations; or

e. enter into or perform a loan agreement with the Data Subject.

14.4. The provision of Personal Data for direct marketing purposes, including subscriptions to newsletters or promotional communications, is voluntary and

based on the Data Subject’s consent where required under applicable Privacy Laws.

14.5. The Data Subject may withdraw consent to marketing communications at any time by using the unsubscribe mechanism provided in the relevant

communication, client profile or by contacting the Company using the contact details provided in this Notice.

15. AUTOMATED DECISION MAKING AND PROFILING

15.1. In connection with the provision of services and the assessment of loan applications, the Company may use automated processing systems, including

profiling and information and communication technology (“ICT”) solutions, to assist in decision-making processes.

15.2. Prior to deciding whether to provide services to a Data Subject or enter into a loan agreement, the Company may process Personal Data for purposes

including:

a. verifying the identity of the Data Subject;

b. preventing fraud, identity theft, money laundering, terrorism financing, and proliferation financing;

c. assessing creditworthiness, affordability, repayment capacity, and financial reliability;

d. complying with legal and regulatory obligations; and

e. supporting fair and responsible lending practices.

15.3. In order to carry out these activities efficiently, consistently, and objectively, the Company may use automated systems to:

a. collect and receive information relevant to the assessment process;

b. analyze aspects relating to the Data Subject, including through profiling activities, fraud prevention and anti-money laundering, PEP provisions;

c. assess credit risk and repayment capability; and

d. support decisions relating to the approval, rejection, or terms of services or loan products, including the amount, duration, or conditions of a loan.

15.4. The Company seeks to ensure that automated decision-making processes are fair, proportionate, accurate, and non-discriminatory. The Company

does not intentionally use discriminatory criteria such as race, ethnicity, religion, gender, national origin, or other protected characteristics as the basis for

lending decisions.

15.5. In order to carry out these activities efficiently, consistently, and objectively, the Company may use automated systems to:

income and expenditure;

existing liabilities and repayment history;

credit history and credit bureau information;

employment and financial stability; and

fraud and risk indicators.

15.6. The ICT systems and profiling models used by the Company are periodically reviewed, tested, monitored, and improved to support the accuracy,

security, fairness, and reliability of the automated processing activities.

15.7. Automated processing and profiling may also be used for direct marketing, analytics, personalization, fraud prevention, service improvement, and

customer experience optimization purposes, including:

a. analyzing trends, preferences, interests, and service usage patterns;

b. personalizing offers, Website content, and communications;

c. conducting targeting activities using cookies and similar technologies; and

d. communicating with Data Subjects through social media platforms and other communication channels where permitted under applicable Privacy Laws.

15.8. Subject to applicable Privacy Laws, the Data Subject may have the right to request additional information regarding automated decision-making

processes and to request human review or intervention in certain circumstances.

16. PASSWORD AND ACCESS TO USER ACCOUNT

16.1. When creating a user account on the Website, the Data Subject is responsible for maintaining the confidentiality and security of login credentials,

including passwords and verification information.



16.2. The Data Subject must create and use a sufficiently secure password and must not disclose account credentials to any third party or permit

unauthorized persons to access or use the account.

16.3. If the Data Subject knows or reasonably suspects that account credentials have been lost, compromised, disclosed, or accessed by an unauthorized

person, the Data Subject must immediately change the password and notify the Company through the contact channels provided by the Company.

16.4. The user account is intended solely for the personal use of the registered Data Subject and may not be transferred, shared, assigned, or used by

another person unless expressly permitted by the Company.

16.5. The Company shall not be responsible for unauthorized access to the account arising from the Data Subject’s failure to maintain the confidentiality and

security of account credentials, except where such unauthorized access results from the Company’s failure to implement appropriate security measures

required under applicable law.

17. COOKIES

17.1. The Company may use cookies and similar technologies (hereinafter – “Cookies”) on the Website to ensure the proper functioning of the Website,

improve user experience, analyze Website usage, and maintain security.

17.2. A Cookie is a small text file consisting of letters and numbers that is stored on the user’s device or browser when the user visits the Website.

17.3. Cookies allow the Website to recognize the user’s device during subsequent visits and may collect information such as browser type, device

information, language preferences, pages visited, and session information.

17.4. The Company uses strictly necessary cookies and may also use analytics or preference cookies where permitted by applicable law. Where required

under applicable law, the Company will obtain the user’s consent before placing non-essential Cookies on the user’s device.

17.5. Users may manage, disable, or delete Cookies through their browser settings at any time. Disabling certain Cookies may affect the functionality or

availability of certain features of the Website.

18. AMENDMENTS

18.1. The Company is entitled to unilaterally make changes to this Notice. The changes take effect on the day when the updated Notice is published on the

Website. In case of significant changes, the Data subject will be informed about them using the contact information available to the Company.

19. CONSENT AND AUTHORIZATION

19.1. By continuing the application process, you confirm that you have read and understood this Notice.

19.2. Where consent is required under applicable law, you consent to the processing of your Personal Data for the purposes described in this Notice.

19.3. You acknowledge that the Company may collect, verify, use, disclose, and otherwise process your Personal Data for purposes related to:

assessing and processing your application;

identity verification and fraud prevention;

creditworthiness assessment;

compliance with legal and regulatory obligations;

service improvement, analytics, and operational security; and

other legitimate business purposes described in this Notice.

19.4. For the purposes stated above, the Company may verify information provided by you with authorized third parties, including credit bureaus, identity

verification providers, employers, financial institutions, telecommunications providers, and public databases, where permitted by applicable law.

19.5. The Company may share Personal Data with service providers, partners, and data processors who provide analytics, technology, verification, hosting,

customer support, or other services on behalf of the Company, subject to appropriate confidentiality and data protection safeguards.

19.6. Where required by applicable law, the Company shall obtain additional consent before processing Personal Data for new or materially different

purposes.


